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Abstract

We discussthe dangers that scalable Internet func-
tionalit y may present to the real world, focusingon a
simpleyet impactful attack that webelievemay occur
quite soon. We o�er and critique various solutions to
this classof attack and hope to provide a warning to
the Internet communit y of what is currently possible.
The attack is, to somedegree,a consequenceof the
availabilit y of private information on the Web, and
the increasein the amount of personal information
that usersmust reveal to obtain Web services.

1 In tro duction

One of the things that makes attacks on Internet
servicesmore dangerousthan attacks in the physi-
cal world is the automation that is possible in the
world of computers. An example of this can be seen
in the resistanceof many to move elections online.
The worry is that in the physical world, attacks do
not scalevery well, but as soon as a physical world
process is moved online, malicious parties can po-
tentially exploit vulnerabilities in an automated and
exhaustive fashion. All of the published studies re-
lated to online electionscometo the sameconclusion.
Namely, that the technology is not ready for Internet
voting, and that at this time, the security risks are
too great [6, 15, 14, 10]. We believe that the risks of
online servicesare not limited to electronic voting.

Over the last several years, we have enjoyed sev-
eral new Internet servicesthat have dramatically im-
provedour quality of life. The most obvious examples

of these are search engines,whoseindices cover just
about any information that is known in the world,
and Web portals, which provide a window to the
wealth of information and servicesavailable online.
In this paper, we demonstrate that we have beenliv-
ing in a state of bliss, spoiled by the lack of any con-
certed attacks that utilize thesenew services,search
enginesin particular. We demonstrate that the cur-
rent Internet serviceso�er an avenueof attack against
physical world processes,and we argue that the only
meansto defendagainst theseattacks is to dramati-
cally alter the functionalit y of servicessuch assearch
engines,to the point where they becomesmuch less
useful.

As more organizationsmove online, and real-world
processesbecome automated, it is inevitable that
morepersonaluserinformation is storedin databases.
There are companieswhosebusinessit is to harvest
this information, cross-indexit, and compile lists of
people and information about them. This informa-
tion can consist of medical history, personal buying
habits, grocery purchases, as well as a history of
browsing sessions.The automatic nature of data col-
lection, aswell asthe abilit y to invoke programmable
scripts against this data makes for an unfortunate
environment for usersconcernedwith their personal
privacy.

While we concentrate on an example involving
search enginesand a post o�ce, we recognize that
our discussionis but one example of a general vul-
nerabilit y. As more functionalit y moves online, and
asmore servicesareautomated, there is a greater risk
that cyber attacks can causeproblemsthat are mani-

1



festedin the physical world. Defending against these
new attacks often requires taking large steps back-
wards in the convenienceo�ered by technology and
often intro ducescompromisesof personalprivacy.

2 A word on Disclosure

As security researchers,we often �nd ourselvesfaced
with a dilemma. When we discover a serious 
a w
that leads to a vulnerabilit y, do we discloseit to the
world, or do we sit on it with the hope that nobody
will use it to launch an attack? Our philosophy is
that each caseneedsto be handled independently . If
oneconceivesof an attack that is not likely to happen
on its own, and for which there is no prevention, then
it is irresponsible to advertise it, and even worse to
provide a recipe or exploit code.

However, there is also a risk in not disclosingvul-
nerabilities for which there are known solutions. By
not educating peoplewho are in a position to defend
against an attack, it can be more damaging to bury
knowledgeof a vulnerabilit y than to announceit.

In all cases,soundjudgment must be applied and a
decisionmade as to how to minimize the likely e�ect
of the vulnerabilit y. We �rst conceived of the attack
in this paper in September of 2000, but until now
have chosen not to publicize our work. The recent
availabilit y of an Application Programming Interface
(API) for search enginesmakesthe attack much more
likely. In addition, we have developed enoughcoun-
termeasures,that we feel that the disclosureof this
paper is important so that proper stepscan be taken
to prevent the attack from happening. Not everyone
will agree with our decision to disclose the attack,
but if we knew about it and did nothing, and then
the attack was launched, we would be guilt y of negli-
gence. It is our judgment that the time has cometo
reveal this threat.

2.1 Search Engine APIs

Recently search engines have launched developer
APIs, as front ends to their databases. We believe
that this has important e�ects relevant to the attack
presented here:

� It will causepeople to think more about the le-
gitimate and nefarious usesof programmatical
interfacesto Web indices.

� It implements a programmatical interface to
search engines.

� It facilitates accessto private information about
people.

It is the releaseof developer APIs and their facili-
tating of the attack that convincesus that it is time
for disclosure. A pressreleasehasclaimed 10,000de-
velopers signing up for use of a particular API and
releaseof attack in executablecode form would lead
to millions of peoplebeing able to run the attack as
\script kiddies".

3 The A ttac k

The attack involves causing large amounts of physi-
cal junk mail to be sent to a targeted individual at
their physical address. We describe this attack by
walking the reader through its implementation. This
consistsof using three simple tools that wewrote, and
applying them to Web pageswritten in HTML, uti-
lizing the HTTP protocol. The three tools are a URL
search interface, a HTML form parser and a HTTP
requestconstructor/submittor. In generalusing tools
such as theseleadsto powerful analysismethods and
can also be used to quickly build new and interest-
ing Web services. As with all powerful tools there
tends to be the capability for so called \dual-use",
whereoneof the usesis potentially damagingor sub-
versive and the other is too good to live without. We
have found usesfor these tools in such diverseareas
as Internet topology measurement, fraud detection,
businessprocessmonitoring and infrastructure anal-
ysis, all of which can bring great gains to businesses
willing to employ su�cien tly skilled technical sta�.
The attack described here is a prime reasonfor wish-
ing to restrict general use of personal addressdata,
whether it be telephonenumber, snail mail addresses,
or even IP addressesand email addresses.
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3.1 URL searching

This tool is simply a programmable interface to a
major search engine. It allows Web searches to be
made and large amounts of results to be processed
automatically by other programs. As an example,
we search for the terms

request+catalog+ name+addre ss+ci ty +st at e+zip .

This returns thousands of businesscatalog request
forms that exist on the Web. This is a standard tool
in any serious online data mining analyst's toolkit,
and the versions we use generally output URLs on
stdout for use in Unix pipelines. A simple yet func-
tional instance of this tool can be written in fewer
than 100 lines of Perl. We frequently use more sub-
tle and complex versionsbut have not developed our
tools beyond standard for this application. Figure 1
shows sampleoutput of this search.

3.2 Form Parsing

The results of the search are then processedby a
standard form parser, the second tool. This takes
each URL passedto it, performs a HTTP GET re-
quest to retrieve the content and then analysesthe
structure of the HTML to extract the URLs of any
form resources,along with their advertised and hid-
den inputs. All such forms found are then stored in
a standardized manner to be passedon for further
processing.Figure 2 displays the Web pagefound at
the url

http://www.whit ehats ecuri ty .co m/cat re q. html

This is the highlighted URL from the list of URLs
in the example in Figure 1. (We have altered the
domain name for demonstration purposes.)

Figure 3 shows the representation our tool con-
structs of the form to be found in our sample Web
page. The �rst line lists the HTTP method and re-
sourceURL, while subsequent lines show the various
inputs which are recorded showing their type, name
and possibleor default values.

Note that this entirely typical catalog requestform
is easily machine parsableand even gives the option
of sendingmore than one catalog to the victim. The

form parsing program is a standard tool that we use
in various legitimate applications and is also approx-
imately 100 lines of Perl. Professionalspammersem-
ploy sophisticated programs of this nature in their
addressgathering activities.

3.3 HTTP POST request submission

Now, given each of the forms found and documented
in the previous steps an attacker can submit data
of his choice to each one. The attacker takesa given
name,address,city and state and for each form, then
builds and submits the POST request, �lling in the
victim's personal information into the correct boxes.
Note that the construction of theseWebrequestsdoes
not have to be perfect. For example, not all inputs
needto be �lled out in the form, only those that are
required for processingor proper addressing. The
generatedWeb requeststhen trigger each of the re-
spective companies to mail out a physical catalog.
The useof the victim's telephoneand fax machine in
rich casessuch as the exampleform above provide an
additional avenue for attack.

Following is somesamplecode, written in Perl, and
using the LWP module, that constructs and issues
the HTTP POST request that submits a name and
addressto the catalog requestresourceshown in Fig-
ure 2. This is a hand con�gured exampleto illustrate
the method and would not be used in a mechanized
attack. We have formatted it for easierreading but it
is really only three lines of code. It shows us �lling in
only the information that we think would be needed
to actually get the catalog sent. It is probable that
many forms on the Web are �lled out to this level of
incorrectnessduring real human submissions.

$url = 'http://www.whitehatse curi ty. com/cat req. html';
$req = POST$url , [

FNAME => $victims_name,
company => $victims_name,
Address1 => $victims_address,
City => $victims_city,
State => $victims_state,
Zip => $victims_zip

];
$webdoc = $browser->request($req) ;

The abilit y to construct arbitrary POST and GET
requests is a commonly used functionalit y for data
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Figure 1: The output of a scripted catalog requestpagesearch. The highlighted URL is usedin our parsing
example.

gathering and analysis on the Web. It can be done
in just a few lines of Perl using standard modules
and can yield many useful functionalities, including
spoo�ng browsers, circumventing Javascript checks
and impersonating an individual through cookie ma-
nipulation. These techniques are commonly used in
streamlining power usageof the Web and also allow
greater freedomfor individuals who wish to avoid the
arbitrary privacy invasion practiced by many Web
sites such as third party ad providers.

It can be done in just a few lines of Perl and can
yield many useful functionalities, including spoo�ng
browsers,circumventing javascript checks and imper-
sonating an individual through cookie manipulation.

These are common practice and in widespread use,
especially by people concernedwith protecting their
privacy on the Web.

3.4 Variations

The attack presented above targets an individual by
causinga large volumeof junk mail to arriveat a par-
ticular address. A more sophisticated attack targets
the post o�ce infrastructure itself. Such an attack
could utilize an online telephonedirectory serviceto
target many individuals who live in the same area
and sharethe samepost o�ce. Such an attack could
severely interfere with the abilit y of the post o�ce to
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Figure 2: A catalog request form shown in the Netscape browser

handle regular mail. A scenario could be imagined
where an attacker would do this to delay the arrival
of an important letter, to wreak havoc on the postal
system for political reasons,or even worse, to serve
as a diversion for a terrorist act, such as the mailing
of a contaminated letter.

Another variation on the attack has the potential
to causespeci�c emotional distress to targeted indi-
viduals. In this scenario,the attacker picks a victim

with a particular belief, or of a particular group such
as a race or religion, and performs the attack where
the mail that is sent is material that is known to be
o�ensive to the particular group. For example, one
could imagine a scenariowhere a malicious attacker
with personal knowledge of the victim causescolor-
ful literature on gourmet chocolatesto be sent to the
houseof an obeseperson on a weight loss program.
The readercan imagine more seriousscenarios.Such
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POST|http://www.whiteha tsec uri ty.c om/catr eq. html
select|State|WI|MS|OR|M T|KY|DC|UT| DE|WV|LA|WY|PA|NC|ND| FL| NE|NH|VA|NJ|\\
RI|NM|TN|CA|NV|NY|GA|VT|IA| TX|AL|I D|MA|0| MD|CO|ME|AR|IL |SC|MI| SD|IN|CT\\
|OH|WA|OK|AZ|MN|MO|KS
TEXT|TITLE|
TEXT|FNAME|
RADIO|associatecontact| Yes|No
TEXT|EMAIL|
TEXT|phonePfx|
select|qtycatalogs|1|2| 3
TEXT|FaxPfx|
TEXT|phone3|
TEXT|LNAME|
TEXT|phone4|
select|WhereShopped|Sto re|C ata log\ Del iver y Service|Both|n/a
TEXT|Fax3|
TEXT|Fax4|
select|employees|50+|0| 1|8- 49| 2-7
TEXT|Zip|
select|Country|USA
select|Aboutwhitehat|PC |SR| BC|SS|V|F| EC|Y|CF|VS| IR| N/A| O
TEXT|company|
TEXT|Address1|
TEXT|City|
select|SicCode|10|50|15 |52| 70| 72a| 91| 72b| 75| 58|7 8|7 9|99 |n/ a|00 |01 |20| 4\\
0|60|07|08|80|63|81|27| 82|7 3a| 65|8 3|4 8|73 b|4 9a|8 6|4 9b|8 7a| 87b| 87c|87d
select|CatalogType|BSEL L|FURN|BGUID|N/A

Figure 3: The representation of our tool on a form found on a sampleWeb page.

attacks could be very damaging and causeunimag-
inable distress to the victim. A more whimsical use
of this for an unspeci�ed victim might be to send a
wave of gardening catalogs, followed by cookery and
�nally by weight loss, each spread out over several
weeks.

Variations in implementing the fundamental search
also exist. We note that spidering a businessdirec-
tory or Web portal such as Yahoo! and parsing the
listed businesshomepagesfor links to catalogrequest
pagescan also be quite fruitful. Many tools exist for
dissectingHTML to the desiredgranularit y.

Launching the attack with a subtle crescendo
rather than a sudden impact may also have serve to
hide the attack. The victim may never even realize
that they are the target of an attack, but may occa-
sionally remark on how much junk mail they seemto
be getting recently .

The basicproblem is that the convenienceand rich
functionalit y of the Web and its applications have the

potential to seriously disrupt our world and our way
of life in ways that are becomingeasierand easierto
implement. In particular, asdiscussedin Section4.1,
the attacks can be carried out so that the initiator is
virtually undetectable.

3.5 Detecting an A ttac k

Early detection of the attack is non-trivial. Sophis-
ticated tra�c analysis running at or near the launch
point could sound an alarm, but may not be able to
prevent it. To combat this, subtle timing and proxy
usagevariations could be easily employed by the at-
tacker, we havedevelopedand tested such technology
already. It is likely that the postal delivery worker re-
sponsible for �nal delivery would be the �rst person
to notice what is happening, by which time it is far
too late to employ much prevention.

We anticipate that the recipient would receive cat-
alogsaccordingto someform of dispersedtime trans-

6



fer function, rather than all on a given day. This is
becauseof variations in the processingof the mailout
requestsand also the distance they have to travel. It
is, though, quite conceivable that a massive number
of large piecesof mail could arrive on a given day,
dependent on the sizeof the initial attack. Physical
disposal of the mail may prove to be a problem de-
pending on the nature of local recycling facilities. We
also note that due to mailing list resalethere would
be a secondarywave of mailings that would continue
for quite sometime and that oncethe name and ad-
dresscombination is tarnished by this attack it might
never again be free from junk mailings.

4 Analysis of the A ttac k

We conductedsomesimple tests to gagehow well the
attack would proceedif launched. A key step where
the attack could fail is HTML parsing for form struc-
tures. The reasonsfor this are twofold. First the
form might not have �elds that an attacker can auto-
matically recognizeand use,and second,HTML can
be written in various ways that defy some parsers.
In tests, our stock form extractor yields actionable
results for around 78 percent of candidate Web pages
from a relevant search. For these tests we de�ne a
form as actionable if we can extract all of the appar-
ent address,city, state and zip code �elds via a simple
regular expressionmatch on the stored form schema.
We did not tune our form extractor for these types
of forms in this casealthough we have done so, with
good results, for legitimate applications.

4.1 Tracing the A ttac ker

This attack can be launched in a way that makes it
hard to trace by loading the required software onto
a 
opp y disk and paying cash for a few minutes on
a machine in a cyber-cafe. It can be instantiated
with multiplicities of tens of thousands quite easily.
Once launched it is very di�cult to stop as the at-
tack invokessemi-automatedprocessesin thousands
of di�eren t placesdistributed in space,through juris-
dictions, and acrossthe Internet. Prevention would

be very di�cult even given the URLs of all the cata-
log request forms hit.

Traceback of the attack oncedetected at the end-
point is simple enough given merging of Internet
server logs, but that only gets the launch point.
Another possible sanitized launch point is a drive-
by launch that usesvarious open 802.11bnetworks.
Somemajor cities have several hundred or even thou-
sands of open accesspoints which one might dis-
tribute tra�c amongst. If the launch accessmethod
is anonymousthen the perpetrator canonly be traced
through any existing connection with the victim, i.e.
the motive for the attack. If the attack is random,
as many Internet DOS attacks may be, then the per-
petrator stands a good chance of remaining uniden-
ti�ed.

Another way that the attack could be hidden is if
the Web requestsare launch using a Web anonymiz-
ing tool such as Crowds [13] or Onion Routing [11].
Thesetools provide a layer of anonymit y for Web re-
quests,in e�ect shielding the identit y and location of
the requesterfrom observerson the network and end
servers.

4.2 Recovery from the A ttac k

A primary goal of the victim after attack detection
and initiation of traceback is prevention of further
mail. This should prevent repeat mailing by the pri-
mary attack points and also help stem the secondary
mailing lists { those who purchased the name and
address from the �rst wave. Informal research we
have conducted into systematic mailing list name re-
moval suggeststhat removing one'snamefrom a large
number of lists is an extremely frustrating and time
consumingtask. Frequently the removal mechanisms
are obscureor inaccurately documented. For exam-
ple, telephoneIVR systemsplace the removal option
in a low priorit y position. In addition, many sites
use the removal procedureas a \sign of life" indica-
tor, telling them that the nameand addressare valid,
and for lessscrupulous vendors, this can lead to an
increasein the mailings rather than removal from the
list. In somecaseswe discovered that after following
removal instructions, we were led down a dead end
trail with required menu selectionsthat did not exist,

7



or instructions that were not possibleto follow.

5 Prev enting the A ttac k

There is no simple way to prevent the attack pre-
sented above. We describe several possible ap-
proaches to mitigating this or similar attacks and
comment on their usefulness.

5.1 Restrictions on Access to Index-
ing

One possible prevention mechanism is to restrict
heavily the useof indexing on the Web. This would
mean that search enginesmight have to ensurethat
nobody can get a su�cien tly scaledview of their in-
dex to mount any substantial attack. While this so-
lution may not seemrealistic, it is not unreasonable
to assumethat a legal requirement could be imposed
mandating this if attacks such as the one described
above become common place and the mail system
ceasesto function.

We seethis approach as undesirableto the greater
Web communit y and ultimately ine�ectiv e. With
the advent of the search engine APIs, people can
build front end programs to their favorite search en-
gine, and any attempt to partition the index could
be circumvented with automated multiple queries
combined through so-calledkeyholedatabaseimaging
techniques[2]. Despite this, we view the potential for
restriction on accessto indexing as an overreaction
that would not be unprecedented by our legislative
bodies.

An example of this might be request and results
metering. A Web index could limit the number of
queries accepted and the number of individual re-
sults served to a given client in any given amount of
time. One obvious problem with this is that there
are large classesof userswhoserequestsare indistin-
guishable from the point of view of a server because
they share a common proxy, as is the casewith all
AOL users. In addition, request metering is trivially
circumvented by an attacker with patiencetuning his
requeststo comein under the radar. The gathering of
forms for usein later attacks can be doneslowly over

a period of time. A technique that we call keyword
salting can be used to ensure e�cien t gathering of
results. This entails salting a set of keywords speci�c
to the task with randomly chosenexternal additions
that are likely to form an approximate partition. For
example,spidering a Web portal for hyperlinked key-
words and salting each search with a randomly cho-
senone from thosegatheredwould ensurethat many
small searches would not overlap too much in their
results.

Simple experiments in keyword salting indicate
that a 10-fold salting using some arbitrarily chosen
common words can yield an e�ciency of around 70
percent. Speci�cally , in place of a single search, per-
form 10 searcheseach with a di�eren t addedsalt, and
�nd the overall number of unique results. The total
number of unique results from the salted search is 70
percent of 10 times the original number of hits. We
have not yet carried out studies into how tunable the
salting words are, but we commonly usethis general
method in legitimate Web data gathering activities.

5.2 HTML Obfuscation

The attack we describe above would not be as e�ec-
tiv e if Web sitesdid not assignrecognizablenamesto
the �elds storing addressesand phonenumbers. How-
ever, getting many Websitesto changethis is likely to
bean uphill battle at best. Oneof the reasonsthat we
are disclosingthis attack is that the preventiv e mea-
suresrequire cooperation and awarenessfrom a large,
diverseset of organizations. The incentiv es are not
perfectly aligned either. The change proposedhere,
of obfuscatingthe �eld names,is somethingthat is re-
quired by someonewho is not the potential victim of
the attack. There is a slight incentiv e to cooperate,as
institutions usually favor protecting their customers,
but in many cases,it is not clear that the organiza-
tions collecting names and addresseshave much to
loseif such an attack is launched (besidesthe cost of
mailing out additional materials).

Web sites can comply with the HTML �eld name
obfuscation without much overhead by writing a
small bit of code that translates garbage names to
more meaningful names at the transition between
development and deployment of code. Thus, de-

8



velopers can work with familiar �eld names such
as Address1, City , and Zip and versions such
as dfa4954331b28f23b, b19a67514d73127a, and
16f4b7033ad95canbevisible to the rest of the world.

This defensive strategy may impede the attack at
�rst but a �ner and perhaps more e�ectiv e version
of the attack could usean improved form parser that
examines the visible text next to each form box as
well as the form input names. Further garbling the
HTML may make the attack more di�cult, it does
not completely eliminate it. The attacks can still ex-
haustively register information at various Web sites
that do not employ this defensive strategy. The ma-
jorit y of the registrations would be meaningless,but
somenontrivial percentage would be real, and would
have the e�ect of realizing the attack.

5.3 Human in the Lo op

One defenseagainst automated attacks is to require
that a human beingparticipate in the transaction. To
accomplishthis, a processmust fail a socalledTuring
Test [9], which meansthat there is a step that cannot
be completedby a machine. The most commontech-
nique on the Web is to produce an image with some
text such that OCR technology is guaranteed to fail,
and to then require that the text, or someresponse
to it, be entered into a form. Several sites employ
such technology to prevent automated registration
or form submission, including www.altavista.com ,
www.paypal.com, and www.yahoo.com.

There is an active project at CMU called Com-
pletely Automated Public Turing Test to Tell Com-
puters and Humans Apart (Captcha), http://www.
captcha.net/ that generatesand grades tests that
distinguish humans from computers. There is also a
paper on printing low quality imagessuch that hu-
mans can read them, but OCR fails [4]. In fact, in
January of 2002, there was a workshop devoted to
this problem titled Human Interactive Proofs, and a
secondworkshop is planned. So,this is an activearea
of research.

There are sites on the Internet that implement
a simple check before taking an action, to prevent
robots from performing actions. The idea is, for ex-
ample, to send e-mail to a user's addresswhen he

registers, and to require the person to reply to the
messageor click on a link. While an adversary can
automate the reply procedure, this technique raises
the bar a bit and makesthe attack more complicated.

By placing a ReverseTuring Test at every func-
tional interface betweencyberspaceand the physical
world, that is, by requiring that an actual human par-
ticipate in every transaction that translates from an
Internet processto an action in the physical world,
the general class of attacks presented in this paper
can be mitigated. Such a requirement can be leg-
islated (although we note that the consequencesof
such legislation is often worse than the attack it is
designedto prevent).

5.4 Clien t puzzles

Client puzzles [5, 8, 1] are techniques designed to
force a certain amount of work on a client to pre-
vent a 
o od of requests. One method is to require a
client to exhaustively �nd a collision in a hash func-
tion in somesmall number of bits, say 30. The server
refusesto processa new requestuntil the client solves
a new puzzle. Thus, the server can meter accessfrom
the client.

For our purposes, we can construct a function
which servesboth to reducethe rate at which catalogs
may be requested and further obfuscate the forms
submission process(as in Section 5.2). The server
might require the client to compute a unique submis-
sion URL by solving a puzzleprovided in script form
on the Web page. Such a script is easy to add to
existing input-validation scripts and requires the at-
tacker to run a Javascript interpreter to submit the
form. This increasesthe complexity of each request
and the software that makesthe request.

Unfortunately , this scheme is of only limited
value. Besidesrequiring legitimate users to enable
Javascript and to do uselesscomputation, the scheme
can only moderately slow down an attacker. While
such minor slowdown is su�cien tly e�ectiv e to make
traditional network denial-of-serviceimpractical, our
attacker needonly make a few hundred or thousand
requestsper day (as opposedto per second)to e�ect
the attack.
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5.5 Honeyp ots

Honeypots [3], monitored systemsintended to attract
attackersfor the purposeof early detection and study,
havegainedpopularit y recently in the �eld of network
intrusion detection. A Honeynet [12] is a network of
honeypots with centralized monitoring and reporting.
While such systemscannot prevent attacks, they can
aid in the early detection of a large-scaleattack, al-
lowing stepsto be takento mitigate the e�ects of such
an attack. A simple variation on this concept could
be useful in detecting and containing the attack we
describe in this paper.

In this strategy, an organization such as the postal
service would establish a network of Web servers
as honeypots, perhaps located at local post o�ces,
which advertise themselves as o�ering subscription
to a variety of catalogs. Either through cooperation
with the major search engines or via more under-
handedtechniques,the serverswould endeavor to ob-
tain high rankings for a search such asthosedescribed
in 3.1. When a registration occursat any server, it is
communicated to a central monitoring service that,
when it detectsduplicate or very similar registrations
at multiple sites, could take a variety of actions rang-
ing from notifying the victim or local postmasters
to alerting a set of registered catalog vendors to be
aware of possiblefraud.

Such a system is a heuristic tool; it su�ers from
both false positives (in our case,when a legitimate
user registers to receive the nonexistent catalog) and
falsenegatives(when an active attacker either fails to
�nd the boguscatalog registration form or recognizes
it as bogus). The distributed nature of a honeynet
can help reduce both of these failures. A legitimate
client is unlikely to register for dozensor hundreds
of catalogs in a short span of time, and having more
honeypots increasesthe likelihood at least one will
be found for any given search.

Of course,great caremust be taken to ensurethat
such a systemcannot be abusedto block or slow the
receipt of legitimate bulk mail. One way of mitigat-
ing such an abuse might be to for the monitoring
organization to work with catalog vendors to ensure
that only new subscriptions are slowed. The system
must alsobe hardenedagainst abuseintended to cre-

ate a denial of serviceagainst its operators, wherean
attacker creates the illusion that a massive number
of attacks are in progress,with no real intention of
actually subscribing any real person to any catalogs.

Enhancements on the basic honeypot are also pos-
sible. The monitoring organization could reducefalse
positivesby placing a banner on the pagesin a form
not likely to be processedby the attacker's software
(such as a Java applet or simple image �le) which
advertisesthe form's real purpose.

5.6 Stronger Bro wsing Session Man-
agement

While HTTP is a stateless protocol, some defense
from the attack can be achieved by enforcingstateful
user sessionson the Web. This would greatly com-
plicate the massive submissionof user addressesand
phone numbers to Web servers required by the at-
tack.

It is clear that the averagelegitimate user would
not submit a Web catalog request form without �rst
loading the page that contains it. It is perhaps also
the casethat the user would not typically load this
page without having been referred there from the
businessmain page or some other relevant part of
the Web site. Simple use of the HTTP Referer �eld
might seemto allow a measureof control but that
is arbitrarily writable by anybody with a UserAgent
capableof implementing the attack (Referer headers
cannot beprotected via cryptographic MACs in cook-
ies becauseattackers could easily obtain legitimate
MACs with extra queries to the server). Stronger
tracking and management of complete browing ses-
sions by the server would be needed to make this
control method e�ectiv e, and indeed, many content
providers currently implement controls of this type.

Such control of user sessionsmakes deep linking
(the abilit y to link to a URL that is deep within
the hierarchy of the Web site) and bookmarks use-
less. While companies might love the added con-
trol and logging that is possible with full user ses-
sions,the elimination of thesemechanismsfor brows-
ing the Web would represent a great inconvenienceto
users. Unfortunately , a successfulattack of the kind
described in this paper could lead to pressureto elim-
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inate deeplinking, and in the extreme search engines
would only be useful if they returned the root page
from a Web site that contains the answer to a query.
It would not be useful to index pagesthat residedeep
down in a �le system,if Web sitesrequired that pages
be accessedafter somekind of registration followed
by click-through.

From the perspective of user privacy, the elimina-
tion of deep linking is problematic. Web sites that
control user sessionshave the opportunit y to collect
information about the users through login screens
and survey screens. Also, Web sites can collect in-
formation acrosssessionsmore easily, and build up
databaseswith user information.

We note that we have had considerablesuccessin
spoo�ng full sessionsin order to circumvent the meth-
ods discussedhere, including management of special
sessionkeys and cookies. In the caseof the attack
under consideration we suspect this could be applied
with mixed results, but asnoted previously, not every
POST requesthas to succeedfor the attack to work.

5.7 Electronic Responses

The mitigation strategiesproposedto this point have
focusedon arresting the problem before physical de-
livery begins. It may also be possible to addressan
ongoing attack at the post o�ces or catalog ful�ll-
ment houses. Such an approach would require that
the o�ces implement traditional electronic denial-of-
service detection and response in their handling of
bulk mail. For example, a postal servicemight net-
work the mail sorting machines in and among local
distribution centers. When thesemachines notice an
unusual volume of bulk mail being sorted into partic-
ular bins, they might alert the network of post o�ces
to a potential attack. The propagation of thesealerts
could be usedto implement a form of pushback ([7]),
wherein receipt of such messagescausessorting sys-
tems at other distribution centers to delay or reroute
bulk mail matching the detected attack pattern.

Such a solution takesadvantage of the fact that in-
formation about an attack may be propagatedamong
the relatively few postal routing centers quickly and
that bulk mail is reliably labeled. In this sense,the
problem of detecting the packets used in the attack

is somewhat simpler than in the electronic world.
However, as with the technique described in Section
5.5, there is a danger that the detection systemitself
might be abusedto restrict the delivery of legitimate
bulk mail. Moreover, if the delivery guaranteesof the
postal service are to be maintained, this technique
can only managethe 
o w of bulk mail, not discard
suspiciousmessages.

6 Legal Issues

We focus the legal discussionon United States law.
According to our lawyer, this attack doesnot appear
to fall under traditional notions of computer crime,
which typically require some form of unauthorized
accessto computer resources. See, e.g. 18 United
States Code, Section 1030 (\F raud and related ac-
tivit y in connection with computers"), etc. It is not
clear that any of the actions involved in the attack
constitutes activit y that can be characterized as re-
quiring unauthorized accessto anything in a typical
sense. Nevertheless, the attack might arguably im-
plicate various mail fraud statutes, e.g. 18 United
States Code, Sections1341(which prohibits schemes
to \defraud" using the mail system), 1342(which for-
bids the useof the name and addressof another in a
mail fraud scheme). A large volume attack could also
be seenas violating a general \obstruction of mail"
criminal provision, e.g. 18 United States Code, Sec-
tion 1701. The United States Postal Inspectors are
authorized to enforcesuch laws.

If someonewere to implement the attack we de-
scribe, it is possiblethat each fake request could re-
sult in a count of mail fraud and that the sentences
could be consecutive, so the automated attack de-
scribed in this paper could result in a substantial
penalty upon conviction.

7 Conclusions

Servicessuch as search engineshave revolutionized
the level of accesspeople have to information. Web
servicesare advancing functionalit y and convenience
at an astounding rate. The popular term for this is
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\In ternet time." The new world we live in brings the
cyber world and the physical world closerand closer
together. While in the past cyber attacks were lim-
ited to attacking computer systemsand data, as the
two worlds converge,there exists the threat of physi-
cal world attacks originating on the Internet, leverag-
ing scale,automation, and the widespreadavailabilit y
of personaldata about people.

In this paper weprovide an exampleof such a phys-
ical attack. We believe that awarenessof this dan-
ger should exist within the post o�ce so that proac-
tiv e defensive measurescan be employed. Aggressive
prosecutionof perpetrators doesnot prevent attacks,
per se, but may serve somepurposedue to the pos-
sibilit y for thousands of consecutive mail fraud sen-
tences. Prevention methods discussedin this paper
might prove to be useful, but widespreadimplemen-
tation of someof the countermeasureswould interfere
with userprivacy aswell as important and legitimate
Web uses.

The implications of the very existenceof powerful
search enginesare thought provoking after consider-
ing the work here, let alone the API. We think that
this attack is an important illustration of what may
prove to be a large problem in the future. Namely,
leveraging of Internet scaledfunctionalit y to provide
impactful direct physical e�ects. As more personal
information about people becomesavailable online,
the attacks will be more directed and more powerful.
We also feel that responsible disclosure and further
study are important in this caseto allow solutions to
be found to problems that are looming large on the
horizon.
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